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Technology plays an increasingly 
important role in communication, 
entertainment, transportation, 
labor and many other aspects of 
our daily lives. The ways in 
which we do all of these things 
continue to change as technology 
creates new things, or at least 
new versions of old things. 
Technology, as it relates to 
crime, is no different; its 
evolution creates both new  
crimes and new ways to  
commit old crimes.
 

technological crimes. So too is the use 
of the internet to commit crimes such 
as exchanging child pornography, 
cyberstalking and even cyberbullying.

 Some crimes that are less 
obviously technological have been 
around for a while but are now 
becoming more prevalent thanks 
to new tech. Many types of fraud 
get a boost from technologies that 
allow wrongdoers to communicate 
misrepresentations as to who they are 
and what they are selling to a wider, 
and sometimes more vulnerable, 
audience. The FBI’s Internet Crime 
Complaint Center (IC3) provides a 
nationwide reporting mechanism for 
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We are all at least passingly 
familiar with technology’s role in 
many types of crimes. For me, having 
had my credit card information 
stolen multiple times in the last few 
years, this is the form of technology- 
facilitated crime that comes to mind 
first. While stealing money is not a 
new concept, the more traditional 
form of theft—taking a physical 
object directly from a person—is 
inefficient. Far more effective are 
card skimmers secretly attached to 
gas station pumps, spoofed websites 

pretending to be legitimate company 
sites and breaches of stored company 
data, all of which allow hundreds, if 
not thousands, of thefts in the time it 
used to take to perform just one.

 Other forms of crimes we may 
associate with technology are those 
committed using computers. Things 
such as malware can carry a variety of 
dangers. Malware enabling someone 
to outright control your computer, 
or ransomware that encrypts your 
digital files until you pay a fee to 
release them, are easily identifiable as 
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suspected internet-
facilitated criminal 
activity. It gathers 
data from victims reporting crimes that 
include: non-payment/non-delivery, 
overpayment scams, identity theft, 
auction fraud and personal data breaches. 
The IC3 publishes an annual report on 
these complaints and, in 2015, received 
288,012 complaints; that’s a 43.7 percent 
increase from just 10 years prior. The 
losses reported through these complaints 
total more than a billion dollars.1 

While most people are now well 
aware of these types of crimes, prior 
to the advances in the technology 
facilitating them they weren’t so obvious 

or wide-
spread. 
Although 

we can’t predict every way in which 
technology may be used to commit a 
crime, the state of Nevada has adopted 
a broad definition of technological 
crime and expanded the state’s ability to 
prosecute these crimes, allowing for a 
more flexible response. 

Technological  
Crimes Defined

According to the Oxford Dictionary, 
technology is “the application of 
scientific knowledge for practical 

purposes, especially in industry.” On 
the other hand, according to computer 
scientist Alan Kay, “technology is 
anything that wasn’t around when you 
were born.” Our statutory definition of 
technological crime is probably more in 
keeping with the latter statement, as it 
focuses on the type of technology that 
has arguably brought about some of the 
most important changes in the past 20 
years: information technologies. The 
statute defining technological crimes, 
Nevada Revised Statute 205A.030, 
provides that:

“Technological crime” means 
the commission of, attempt to commit 
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or conspiracy to commit any crime that involves, directly 
or indirectly, any component, device, equipment, system 
or network that, alone or in conjunction with any other 
component, device, equipment, system or network, is designed 
or has the capability to: 

1. Be programmed; or
2. Generate, process, store, retrieve, convey, emit, 

transmit, receive, relay, record or reproduce any data, 
information, image, program, signal or sound in a 
technological format including, without limitation, 
a format that involves analog, digital, electronic, 
electromagnetic, magnetic or optical technology. 

Notably, this definition describes a means of 
committing a crime rather than a crime in and of itself. 
Thus, as long as the underlying act in some way involves 
one of those many listed forms of technology, a crime may 
be considered a technological crime. Because the definition 
is broad, it will likely encompass types of crimes we cannot 
even anticipate today. 
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Included in the statute’s definition are programmable 
devices; included in that category are computers, cell phones, 
tablets, laptops, video game systems, home entertainment 
systems and smart watches. Some less-obvious devices qualify 
as well: cars, for example, washing machines, office copiers, 
coffee makers2 and even refrigerators. The broadening definition 
also encompasses devices capable of storing information in a 
technological format, such as credit cards, cameras, compact 
discs, hard drives, thumb drives and memory cards. Finally, 
many things that we don’t directly interact with are part of this 
group as well. Systems or networks that store, retrieve, convey, 
emit, transmit or receive data include the underpinnings of our 
modern communication systems, such as the servers that store 
our Facebook account information, the wires that transmit data 
when we search Google, and our cellular networks. 

Responding to Technological Crimes

Technology, as defined by NRS 205A.030, can be used 
to facilitate most every sort of crime, and so nearly every 
law enforcement agency in Nevada devotes some portion of 

their resources to combating technological crimes. 
Multiagency task forces such as the FBI’s Cyber 
Crime Task Force, the Secret Service’s Electronic 
Crimes Task Force and the Nevada Internet Crimes 
Against Children Task Force are just a few of the 
groups that play an important role in this area. My 
own agency, the Office of the Attorney General, also 
investigates and prosecutes these crimes. 

In order to expand law enforcement’s options, the 
2013 legislature passed Senate Bill 25, which amended 
NRS 228.178 to grant the Attorney General jurisdiction 
related to technological crimes. The intent of this 
amendment was not to supplant the role of county 
prosecutors, but rather to provide an additional resource 
for the investigation and prosecution of crimes with a 
heavy technological component.3 

The Office of the Attorney General now has 
investigators certified in a variety of digital forensic 
tools, some of whom work with the task forces 
referenced herein. Every year, prosecutors are sent 
to receive specialized training in digital evidence, 
and we have in recent years partnered with the U.S. 
Attorney’s office in order to facilitate the sharing 
of expertise in this area. We have prosecuted 
technological crimes ranging from sex trafficking, in 
which the victim was recruited through social media, 
to investment scams using fraudulent websites to an 
illegal online gambling site. 

Technological crimes change as fast as the 
technology enabling them, and so keeping ahead 
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of those changes is a significant 
challenge. In 1999, the Technological 
Crime Advisory Board was created 
through NRS 205A.040. The board 
is statutorily tasked with, among 
other things, facilitating cooperation 
among state, local and federal officers 
in the detection, investigation and 
prosecution of technological crimes 
and evaluating and recommending 
changes to the existing civil and 
criminal laws relating to technological 
crimes in response to current and 
projected changes in technology and 
law enforcement techniques. Currently, 
13 representatives sit on the board, 
including representatives from the 
executive and legislative branches; 
state, local and federal law enforcement 
agencies; private industry; and Nevada 
educational institutions. 

Nevada has devoted many 
resources to investigating and 
prosecuting technological crimes. 
Nonetheless, by the time law 
enforcement becomes involved, 
the damage is often already done. 
Prevention is therefore truly the best 
remedy. My advice—notwithstanding  
the fact that every several months I 
find out someone else has been using 
my credit card—is that the best way to 
stop technological crimes is to educate 
yourself and those around you about this 
type of crime. Resources can be found at 
http://ag.nv.gov/About/Administration/
Cyber_Tips/.  

1. F.B.I., 2015 Internet Crime Report, 
https://pdf.ic3.gov/2015_IC3Report.pdf.
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recently a man in the Chicago area was 
indicted for murdering his wife following 
an argument over leaving the coffee 
maker on, so you never know. http://
www.chicagotribune.com/suburbs/lake-
county-news-sun/crime/ct-lns-barrington-
murder-indict-st-0204-20160203-story.
html (Feb. 3, 2016). 

3. Nev. Assembly Comm. on Govt. Affairs, 
Hearing on Senate Bill 25 (1st Reprint), 
77th Sess., 17 (April 19, 2013).
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