
Free email services such as Gmail 
have become a commonplace 
aspect of attorney-client 
communications. As the 
Cambridge Analytica 
scandal plays out in the 
media, however, attorneys 
are reminded of the maxim, 
“If the product is free, you are 
the product.” Today, people 
are aware of and expect data-
mining of message content by 
Google, Facebook and others, 
but lawyers must consider the 
legal and ethical consequences 
of exposing their privileged 
communications to third- 
party providers.  

I experienced this problem first-hand 
a few years ago while communicating 
with a client (and longtime friend) via 
Facebook Messenger. The client sent me 
screenshots of a Facebook page that she 
thought could be helpful to her case. I 
noticed that those screenshots captured the 
directed ads Facebook showed her. To my 
surprise, the ads were for the exact subject 
matter of our conversation. I could literally 
see how Facebook was “listening” to our 
privileged attorney-client communications 
in real-time in order to decide what content 
to advertise to my client. 

The practice of data-mining content is 
not restricted to Facebook. Google 
openly acknowledges similar 
business practices. Gmail currently 
claims approximately a quarter of email 
client market share.1 That market share 
includes millions of people logging into 
the Gmail interface using a non-Gmail 
email address. It is important to remember 
that the lack of an “@gmail.com” email 
address does not guarantee that your 
client’s email is not powered by Google.  

If you use 
unencrypted 
email to 
communicate 
with clients, 
you can bet that 
Google AI has 
been reading 
the content 

of those privileged communications. 
Google has admitted to and successfully 
defended this practice, citing multiple 
grounds, including their Terms of 
Service (TOS). In In Re Google, Inc. 
Gmail Litigation, the court dismissed the 
privacy claims of Gmail users based on 
the broad, unrestricted powers granted 
in the TOS.2 In 2007, Google reserved 
the right to “pre-screen, review, flag, 
filter, modify, refuse or remove any or 
all Content from any Service.” Seeking 
even broader authority, Google updated its 
TOS in 2012 to “give Google (and those 
[Google] work[s] with) a worldwide license 
to use…, create derivative works (such as 
those resulting from translations…), … and 
distribute such content.”  

Accordingly, a quarter of all 
email users—very likely including you and 
some of your clients—have contractually 
agreed through the TOS to allow Google to 
“review” and even “distribute” the content 
of their emails. This situation strongly 
conflicts with traditional rules regarding 
the waiver of attorney-client privilege that 
state that the privilege is waived when 
a client “voluntarily discloses or consents 
to disclosure of any significant part of the 
matter.”3

In practice, Google reviews emails 
through computer algorithms, which comb 
their content for keywords. However, 
nothing in the TOS language specifically 
restricts Google to only non-human 
review of the emails. A literal reading 
of the plain language 
of Gmail’s TOS leads 
to a conclusion that all 
clients who use Gmail 
have consented to the 
disclosure of their 
emails to Google and, 
it follows, have waived 
attorney-client privilege 
entirely as pertains 
to said emails. While this 
conclusion likely does 
not reflect consumer or 
attorney expectations, the 

danger of the waiver of attorney-client 
privilege merits consideration given the 
broad language of Google’s TOS.  

The danger of privilege waiver can be 
addressed through legislation protecting 
the privacy rights of consumers, as well 
as via an update in judge-made law 
surrounding privilege waivers. However, 
attorneys seeking a practical solution for 
their offices should adopt email encryption 
as standard in their firms. On May 4, 
2017, ABA Opinion 477 appeared to raise 
the level of technological competence 
expected of attorneys, making it clear that 
attorneys are responsible for protecting 
the confidentiality of attorney-client 
email communications and strongly 
recommending encryption for any 
communication that goes beyond routine 
housekeeping matters. Luckily, the 
available options for email encryption 
are as numerous as the number of email 
providers; your firm should have no 
trouble choosing a service. With recent 
revelations raising serious privacy 
concerns, now is a good time to make sure 
your attorney-client communications are 
properly protected.  
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