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It isn’t difficult to think of legitimate 
reasons for casinos to use biometric data 
to identify patrons—perhaps the patron 
has trespassed or been self-excluded 
from the property, casino games can be 
conveniently tailored to the patron’s prior 
playing habits, or perhaps the casino 
can more easily identify when a patron 
is impaired and should discontinue 
gaming. But the question for the Nevada 
Legislature is one of consumer protection 
and education.

Current Practices and  
Regulatory Concerns

The gaming industry is already 
extensively using such technologies, and 
Nevada’s regulatory authority has been 
extensively researching and considering 

the regulation of such use. With the rise 
of more advanced technologies, questions 
arise relating to what extent these 
companies should be allowed to use them, 
without notice and without limitation.

In Nevada, casinos use AI 
technology and facial recognition for 
both security and non-security purposes. 
For example, some licensees scan 
patrons’ faces and check those scans 
against a variety of criminal and internal 
databases. Additionally, casinos use 
these technologies to track the general 
clothing worn by a person who poses 
a potential security threat – such as 
cheating, stealing or disturbing other 
patrons – and then search to see if that 
individual is still located on property. 
These scanning procedures are also 
used to document the make, model and 

In 2021, the Nevada Legislature 
will certainly have its hands full 
tackling constitutionally mandated 
redistricting and dealing with 
the aftermath of the COVID-19 
pandemic.  Another topic that 
the Legislature might consider 
in February is the intersection of 
artificial intelligence (AI), biometric 
data and Nevada’s gaming industry. 
Just as privacy concerns exist with 
the massive amount of personal 
data that we generate every day, 
both online and through our devices, 
privacy concerns also exist when 
entities, including in Nevada’s 
casinos, are capturing and using  
our biometric data when we are  
out in public.

Doubling Down or Folding 
on Privacy Concerns: 
How New Technology in Casinos 
May Require Policy Changes
BY SANDRA DOUGLASS MORGAN, ESQ., AND ASSEMBLYMAN STEVE YEAGER, ESQ.
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license plate numbers of vehicles that 
are either driving in the vicinity of the 
casino or in its parking garages, creating 
an additional level of searchable security 
evidence and documentation.

Because of these advancements 
in technology, digital information in 
the gaming industry is ubiquitous and 
getting easier to both create and collect. 
By analyzing the vast access to these 
technologies that gaming manufacturers 
and casino operators employ, it is 
undoubtedly clear that casino and resort 
patrons have the ability to generate a 
“data footprint” of everything that they do 
inside and directly outside the casino. This 
footprint results in accessible, recordable 
and quantifiable information that casino 
operators can then use for marketing 
purposes or possibly sell to third parties. 

With the collection of vast amounts 
of personal information, biometric 
scans and personalized account data 
with information as to what, how and 
on what patrons spend and play, how 
this data is stored and secured may 
become a regulatory concern. What 
other obligations should be placed upon 
those who collect or have access to this 
information? In addition to the safe 
storage of this information, policies 
relating to the use of this information, 
and more importantly, the type of notice 
given to the individuals from whom this 
data is being collected, may be necessary. 
However, a one-size-fits-all law or 
regulation may not be feasible because 
of the different types of information 
collected from individuals based on their 
relationship with a given casino.

Noticing Requirements
Millions of people visit Nevada 

casinos and resorts each month; therefore, 
how you actually or constructively 
notice individuals about how and what 
information is being collected from them 
becomes a monumental task. The type 
of notice provided also differs based on, 
according to the casino, what type of 
visitor someone is.

Gaming licensees already provide 
varying levels of constructive notice 
relating to their policies and procedures 

for collecting personal information from 
player-card holders or hotel-rewards 
program members. Individuals often 
sign these policies when signing up for 
a player card or rewards program. Many 
of these policies establish what personal 
information is, how it is collected, and 
how that information is either stored or 
shared. Additionally, the policy often 
states that it can be updated and changed 
at any time. With the widespread use of 
the technologies 
discussed above, 
many policy 
and regulatory 
considerations arise 
related to these 
policies, such as 
the level of legal 
knowledge imputed 
on persons who sign 
them, the accessibility 
of policies after 
initially signing them, 
and the need for 
further or additional 
notices when these 
policies change.  

Considerations for noticing 
individuals who do not register for a 
rewards program or sign up for a player 
card are different than those discussed 
above, since the interaction between 
these people and the casino is not one 
where there is an exchange. A person 
walking into a casino for the first time 
does not necessarily have to interact 
with any of the employees or otherwise 
provide any information to the casino. 
A guest simply walking into a casino to 
enjoy one of its restaurants or to gamble 
without a player card has not agreed to 
any privacy policy that may be provided 
to a rewards-program member. As 
such, different considerations must be 
taken into account when noticing such 
individuals as to the AI or other biometric 
data being collected by, for example, a 
facial recognition program. 
 
Legislative Considerations

Nevada law already provides for 
the security and privacy of personal 
information under NRS Chapter 

603A, but the definition of “personal 
information” in NRS § 603A.040 does 
not include biometric data. Instead, it 
includes the person’s unencrypted name, 
coupled with any one or more of the 
following unencrypted data elements: 
Social Security number, driver’s license 
number or the equivalent, financial 
account number or the equivalent, health 
insurance identification number, or a 
username and password combination 

that would allow access 
to an online account. 
Accordingly, Nevada law 
currently does not protect 
consumers from the 
unauthorized collection 
and use of their biometric 
data while in gaming 
establishments.

Other states have 
already grappled with 
this issue, and their 
laws could provide a 
roadmap for the Nevada 
Legislature.1 Each of 
those laws specifically 
defines “biometric 

identifier” to include retina or iris scans, 
fingerprints, voiceprints, and scans or 
records of hand or face geometry. The 
respective statutes then address the 
scope of collection, notice and security 
requirements, enforcement or right of 
action, and penalties. 

Illinois
The Illinois law is the most 

expansive and consumer-friendly 
because it precludes a private entity from 
capturing biometric identifiers without 
written consent from the consumer, 
prohibits profiting from biometric 
identifiers, requires a private entity 
to develop a written retention policy 
that includes (with some exceptions) 
mandatory destruction of the data, and 
provides for a private right of action with 
liquidated or actual damages, including 
attorneys’ fees and costs. 

Texas
The Texas statutes precludes 

a person from capturing biometric 
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identifier data for a commercial purpose 
unless there is first informed consent, 
but there is no requirement the informed 
consent be in writing. Texas law 
expressly excludes the need for informed 
consent if the data is collected in 
furtherance of a security purpose. Only 
the state attorney general may bring an 
action to recover a civil penalty not to 
exceed $25,000 per violation.

Washington
In contrast to Illinois and Texas, 

Washington allows for the sale, lease or 
disclosure of biometric identifiers for a 
commercial purpose if the person consents. 
Like Texas, only the state attorney general 
may enforce the statute, with penalties 
ranging from $2,000 to $500,000.

A Brave New World?
These potential concerns related 

to the use of artificial intelligence and 
biometric identifiers are not novel to 
Nevada’s gaming industry. Many casino 
executives participated in a conference on 
this very topic in January 2020, organized 
by Anthony Cabot, distinguished fellow 
in Gaming Law at the University of 
Nevada, Las Vegas’ William S. Boyd 
School of Law, who acknowledged that 
“[w]e’re right at the cusp of a new era, 
and it gives us that unique opportunity 
to do it right from the beginning.”2 For 
more than 60 years, the Legislature has 
declared that the policy of the state is 
that the public trust and confidence in the 
strict regulation of the vitally important 
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gaming industry is paramount.3 The 
appropriate laws and regulations 
balancing AI, biometric data and 
individual privacy will only further 
that policy and keep Nevada as the 
world’s gaming leader.

Editor’s Note: The authors 
thank Gaming Control Board 
extern Breanna Switzler for 
her research efforts.

1. The Illinois law can be found at 2007 Ill. 
Laws 994; the Texas law at Tex. Bus & 
Com. Code § 503; and the Washington 
law at RCW 19.375.

2. Solis, Jacob. How AI and facial 
recognition tech could reshape Las 
Vegas casinos. Nevada Independent. 
January 21, 2020, available at https://
thenevadaindependent.com/article/
how-new-ai-and-facial-recognition-tech-
could-reshape-las-vegas-casinos.

3. See NRS 463.0129.
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